SERS Retirement Board
Technology Committee Meeting
June 20, 2024
1:30 P.M.

Join Zoom Meeting
https://ohsers.zoom.us/j/966970051697?pwd=dEd6STZaS2RIOSs1NWwrTOOMWW5CZz

09

Meeting ID: 966 9700 5169 Password: 12345
To join by phone, dial: +1 305 224 1968 and enter the Meeting ID: 966 9700 5169 and
Password: 12345 when prompted.
1. Roll call
2. Approval of April 18, 2024, Technology Committee Minutes (R)
3. Opening Remarks
4. Information Technology Update
0 Education Session Under R.C. 171.50 and 3309.051 — Cybersecurity
o0 Technology Committee Updates
o0 Technology Roadmap (TRM) Infrastructure and SMART
o TRM Financial Tracking
0 Risk Management Q4

5. Risk Management and Information Security Quarterly Update

6. Executive Session pursuant to R.C. 121.22(G)(6) to discuss a security matter (if
needed)

7. Upcoming Technology Committee Meetings
e Future Topics
¢ Next Meeting Date(s)

8. Adjournment


https://ohsers.zoom.us/j/96697005169?pwd=dEd6STZaS2RlOSs1NWwrT09MWW5CZz09
https://ohsers.zoom.us/j/96697005169?pwd=dEd6STZaS2RlOSs1NWwrT09MWW5CZz09

Roll Call:

Matthew King
James Rossler
Frank Weglarz

Daniel Wilson

SERS Special
Technology
Committee Meeting

June 20, 2024

P.M.




APPROVAL OF MINUTES OF THE TECHNOLOGY COMMITTEE MEETING HELD ON

April 18, 2024
moved and seconded the motion to approve the minutes of the Technology
Committee meeting held on April 18, 2024.
Upon roll call, the vote was as follows:
ROLL CALL: NAY ABSTAIN

Matthew King
James Rossler
Frank Weglarz
Daniel Wilson
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School Employees
Retirement System

TECHNOLOGY COMMITTEE MINUTES

Preparer Megan Robertson Meeting Date: April 18, 2024
Committee Chair Matthew Committee roll call was as follows: Matthew King, James Rossler,
King Frank Weglarz, Daniel Wilson

Also in Attendance:

SERS Staff Members: Phil Grim, Jay Patel, John Grumney, Jeff
Davis, Joe Marotta, Richard Stensrud, Karen Roggenkamp, Vatina
Gray, Nikki Whitacre, Laura Troiano, and Megan Robertson. The
representative of the Ohio Attorney General, Lisa Reid and guests
attended virtually on Zoom.

Agenda

Roll call (R)
Approval of December 21, 2023, minutes (R)
Opening Remarks
Information Technology Update
o Technology Roadmap — Infrastructure and SMART
0 Telecomm/Contact Center Conversion (UCaaS/CCaaS)
0 Member Services Upcoming Projects
o Technology Roadmap Financial Tracking
5. Risk Management and Information Security Quarterly Update
0 School Cyber Incident Notification SERS
o FY2025 Budget
6. Executive Session pursuant to R.C. 121.22(G)(6) to discuss a security
matter (if needed)
7. Upcoming Technology Committee Meetings
0 Future Topics
0 Next meeting Date(s)
8. Adjournment

PN~

Discussion

The SERS Special Technology Committee meeting began in open session at 1:18
p.m.

Roll Call

The SERS regular Technology Committee began with a roll call. The committee roll
call was as follows: Present: James Rossler, Frank Weglarz, Daniel Wilson,
Matthew King.

Also in attendance were SERS Staff Members: Phil Grim, Jay Patel, John
Grumney, Jeff Davis, Joe Marotta, Richard Stensrud, Karen Roggenkamp, Vatina
Gray, Nikki Whitacre, Laura Troiano, and Megan Robertson. The representative of
the Ohio Attorney General, Lisa Reid, and guests attended virtually on Zoom.

Approval of Minutes

Jamie Rossler moved, and Frank Weglarz seconded the motion to approve the
minutes of the Technology Committee meeting held on December 21, 2023. Upon
roll call, the vote was as follows: Yea: Matthew King, James Rossler, Frank
Weglarz, Daniel Wilson. The motion carried.

Information Technoloqy Update




SERS Deputy Executive Director, Karen Roggenkamp briefly highlighted features
of the recent Telecomm platform conversion, explaining it has introduced beneficial
features for the organization, particularly the Member Services contact center. Ms.
Roggenkamp shared that the Committee would get a better understanding of the
benefits it offers for member support through today’s presentation.

Jay Patel, SERS Chief Technology Officer, shared a Technology Roadmap update
on FY2024 Infrastructure projects and FY2024 SMART projects, beginning with the
UCaaS/CCaaS project which replaces end of life phone system. Mr. Patel
elaborated on the significant accomplishment of taking the existing telecom
system, which was approximately twenty years old, and moving to the new cloud-
based phone system with disaster recovery and service continuity capabilities. .
The new system was rolled out on March 27, 2024, and continued over the next
three weeks. Mr. Patel continued his update on additional projects. Plans are
being formed to replace Palo Alto Firewalls. After an evaluation CrowdStrike was
retained for end-point protection as a part of the Information Security project.
Several other security projects are under evaluation and review. In terms of data
resilience and protection, several initiatives are planned for fiscal FY2025.

Mr. Patel shared images of SERS on the premises Avayla infrastructure with the
committee. The committee received insight as to what it took to run the old telecom
platform which was reaching its end of life and going away. To close his update on
the phone system project, Mr. Patel briefly covered some key benefits from the
implementation of UCaaS/CCaaS with the committee. Mr. Patel explained this is a
technology that gets us closer to the vision of enhanced customer service. Mr.
Patel recognized before the committee many SERS staff members by name who
played a key role in the completion of this project, helping bring it to fruition. Mr.
Patel explained the appropriate use of SERS phone tools, Zoom phone for external
communication and Teams for internal communication. Mr. Patel elaborated that
with these two options SERS has flexibility and enhanced disaster recovery
options.

Mr. Patel introduced John Grumney, Director of Member Services, to the
committee to elaborate on the positive enhancements the new phone system offers
for the Member Support Team (MST) in Member Services. Mr. Grumney thanked
the committee for their support with the new phone system. Mr. Grumney provided
a brief background on the history of the MST model and the MST leadership. Mr.
Grumney elaborated on the nature of the calls received and shared MST'’s recent
stats and positive survey results. Mr. Grumney elaborated on a new key feature of
call waiting offered through the new phone system. This feature ensures members
will receive a return call at the soonest availability without waiting on the phone or
losing their place in line. Mr. Grumney shared an example of the MST Dashboard
with the committee. The Dashboard shows how calls are handled and the excellent
self-management tools it provides to the team. Mr. Grumney explained another
brand-new feature with the phone system allows a manager to join a call live and
speak to the representative assisting a customer without the customer being
interrupted. Mr. Grumney explained this tool is great for training and side by side
coaching. Mr. Grumney continued his report, sharing additional artificial intelligence
(Al) utilization with the phone system is all internally focused to help staff in
managing the calls and voicemails ultimately improving staff development and self-
awareness.

Among other conversion benefits, SERS had a handful of cell phones among staff
but now in the Cloud those cell phones are not needed anymore. The plans were
cancelled, allowing cost reduction. Additionally, with the call back feature in place
SERS anticipates future cost reduction in the phone bill.




After a few questions from the Board and a brief discussion surrounding the new
phone system the committee moved on with the updates.

Mr. Patel continued his update on FY2024 SMART projects, elaborating on the
upcoming Member Self Service portal registration reimagination project to improve
multi-factor authorization and user experience.

Mr. Patel provided an update on the Technology Roadmap Budget. As shared
previously with the committee, some initiatives may get pushed to FY2025, but
otherwise the technology roadmap is under budget and tracking through the
FY2024 plan.

Risk Management and Information Security Update

Ms. Roggenkamp introduced Information Security Officer, Phil Grim to the
committee to cover the risk management and information security updates.

Mr. Grim provided an update on School Cyber Incident Notification to SERS. The
Ohio Administrative Code language was proposed to the full board by Legal in the
regular April 2024 board meeting. Next it will go before JCARR for review and
approval, and finally will go back before the SERS Board for final approval. Mr.
Grim continued his updates, covering an Information Security Enhancements in
FY2025 Budget Request and FY2025 Staffing Budget Request.

Mr. Grim continued his report by providing the key metrics on Information
Security’s three lines of defense: Proofpoint, Microsoft, and Staff. After questions
from the committee and a brief discussion, Mr. Grim continued his report on
inbound email and blocked messages.

Upcoming Technology Committee Meetings — Future Topics and Next
Meeting Dates

Matt King and other committee members requested an executive session to be
held at the June meeting providing more details on the online refund processing
project with Socure.

The next regular Technology Committee meeting will be held Thursday, June 20,
2024, at 1:30 pm or immediately following the regular SERS Board Meeting.

Technology Committee Chair, Matthew King, adjourned the meeting at 2:03 p.m.

Action Iltems Assigned Due Date
Person

Action ltems

n/a

Matthew King, Committee Chair Richard Stensrud, Secretary







Opening Remarks

Educational Session: Cybersecurity

= |dentity Proofing Accounts

= Combating Email Threats

Technology Committee Updates

» Technology Roadmap (TRM) — Infrastructure and SMART

= TRM Financial Tracking
= Risk Management Q4

Questions/Future Topics



Identity Proofing Accounts



Key Takeaways

Fraud is a real concern.

There are various types of fraud, but we will focus on those that present the
greatest risk to members and online presence.

Artificial Intelligence will become an integral part of the future (good and bad).

The dark web is a trove of information that creates risk to organizations and
people.

|ldentity Proofing is challenging and required.

Email will remain a valuable tool and it must be monitored through more than
one lens.



Fraud is defined as a wrongful or criminal deception intended to result
in financial or personal gain, and can be committed internally or
externally by employers, employees, third-party vendors, or others.



Internal Fraud

External Fraud

Able to commit fraud
because there is:

Opportunity
Inadequate internal
controls

Pressure
Personal financial issues or
vices/additions

Rationalization
Justification for actions

First-Party Fraud

Fraud committed against
an organization to gain a
benefit they were not
entitled to otherwise

Uses synthetic identity

Bust-out fraud,
Chargeback fraud,
Fronting, Goods Lost in
Transit Fraud, De-
shopping, Government
loan fraud

Second-Party Fraud

When an individual
knowingly gives their
identity or personal
information to another
person, to commit
fraud.

Money muling

Third-Party Fraud

Victim Fraud

When someone commits
a fraudulent action
against an individual

Familiar Fraud

Friend or family that takes
advantage of access to

the victim




64% of
consumers are
very or somewhat
concerned with
online security.

Source: Experian

ldentity Fraud
losses totaled
$43B in 2023.

Source: AARP

50% of
businesses have
a high level of
concern about
fraud risk.

Source: Experian

Account Takeover
Fraud was near
$13B in 2023.

Source: AARP

84% rise in elder
fraud cases
resulting in $3.1B
stolen in 2022.

Source: FBI

Ohio ranks #18
among states
with Identity Theft
Reports.

Source: FTC, Data Book 2022

$27B in Elder
Financial
Exploitation for the
period between
June 15, 2022 and
June 15, 2023.

Source: US Treasury

15,993
monthly average
cases of Elder
Financial
Exploitation over
last 12 months.

Source: US Treasury




40B+
Stolen
Credentials Messages Accounts

Illicit Forum J Stolen Credit Illicit
Posts Cards Marketplace
ltems

55M+ 42M+ >2.5
Paste Site jUnique Medialj Petabytes
Posts Assets of Data

325K+
Vulnerabilities

“Threat Actors” are accelerating

Source: Flashpoint




Scale Attacks

/]
</ >

Execute
hundreds of
simultaneous

attacks

(Solarwinds with
precision vs. random
network targeting)

Exploit several
vulnerabilities

Accelerated identification of
external exposures and scale
the attacks

44
DEVE]

2021 2022
Jan 5, 2023 May 31, 2023
Sugar CRM MOVE:it

CVE-2023-22952 CVE-2023-34362

CVE-2023-35036
CVE-2023-35708

2,043

exposed devices

5,696

exposed devices

Latest
Attacks

2023

July 18, 2023

Citrix RCE

CVE-2023-3519

48,279

exposed devices

July 24, 2023

lvanti
Mobilelron

CVE-2023-35078

5,033

exposed devices



Impact of MOVEIit attack across pension
funds:

* Tennessee Consolidated Retirement System

« California Public Employees Retirement System

« California State Teachers’ Retirement System

« Central States Pension Fund

« Virginia Retirement System

« New Hampshire Retirement System

« Employee Retirement System of Rhode Island

« Teachers Retirement System of Georgia

« Teachers Insurance and Annuity Association of
America (domino effect across 15,000 institutional
clients)

« Teachers’ Retirement System of the City of New York
* 457 colleges and universities

First Name, Last Name, Social Security Number, Date of Birth, Address



59, Surface web — includes publicly visible
0 websites (blogs, shopping sites, news
sites, YouTube)

Deep web — consists of sites that require a
909, login to access (email accounts, banking
portals, subscription services)

Dark web — is the part of the deep web

5% that isn’'t indexed by search engines and
requires special tools to access, like TOR
browser



Harvested Email Accounts (sample)

XXXXXXXXYYYy@gmail.com
XXXXXXXXXXXXYYYY@gmail.com
XXXX.XXXx@gmail.com
XXXXXX_XXXXXXXX@icloud.com
XXXXXXXXXXXXXYYY@gmail.com
XXXXXY_XXXX@yahoo.com
XXyyyyyy@outlook.com
XXXXXXXXXXXXYYY@gmail.com
XyXXXXxXx@gmail.com
XXXXXXXXXYY@proton.me
XXXXXXXXXXXXXXXYY @att.net

Harvested Accounts & Passwords (sample)

Host: | Username: xxxxxx_Xy | Password: jmp******x*

Host: | Username: xxxxxx_xxxxxxx@icloud.com | Password: Jmp*******x
Host: | Username: XxxXXxXxxxxxxxyyy@gmail.com | Password: jmp********
Host: | Username: XXXXXxXXXxXxXxxxxxx@gmail.com | Password: jmp*******
Host: | Username: XXXXXXXXXXXxxxxyy@gmail.com | Password: Hyp******x**

Harvested Websites Visited (sample)

Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:

https://mortgage-application.net/myaccount/ | Username: XXXXXXXXX
https://account.proton.me/ | Username: xxxxyy@proton.me | Password: Cp:*****
https://accountaccess.myfedloan.org/ | Username: xxxxxxy | Password: Hyp********
https://accounts.google.com/signin/ | Username: xx@gmail.com | Password: Jmp***
https://accounts.intuit.com/index.html | Username: xxxxxx | Password: Hyp********
https://identity.doordash.com/ | Username: xxxxx @gmail.com | Password: Jmp**
https://leasing.stellantis-fs.com/ | Username: xxxxx @gmail.com | Password: Hyp****
https://login.teamviewer.com/ | Username: xxxxx @gmail.com | Password: Jmp***
https://myaccount.gmfinancial.com/login | Username: xxxxx | Password: Ver*****
https://personal.vanguard.com/us/ | Username: xxxxxx | Password: Ver*****x*x
https://ring.com/users/sign_in | Username: xxxxx @gmail.com | Password: Jmp****
https://secure.chase.com/auth/logonbox | Username: xxxxx | Password: Hyp***
https://twitter.com/i/flow/login | Username: xxxxx | Password: jip*****x**
https://www.aepohio.com/ | Username: xxxx@gmail.com | Password: jmp******
https://www.amazon.com/ap/signin | Username: xxxx | Password: jmp******x*
https://www.ebay.com/signin/ | Username: xxxx@gmail.com | Password: jmp***
https://www.facebook.com/login/ | Username: xxx@icloud.com | Password: jmp**
https://www.gmfinancial.com/myaccount/ | Username: xxx@gmail.com | Password:
https://www.hulu.com/welcome | Username: xxx@gmail.com | Password: Hyp***
https://www.ihg.com/hotels/reservation | Username: xx@yahoo.com | Password: 718*
https://www.xhealth.com/my-account/ | Username: xx@gmail.com | Password: Hyp***
https://www.mycreditcard.mobi/login/ | Username: xxxx | Password: Ver****
https://www.zillow.com | Username: xxxx | Password: Jmp*****

Dark web (Stealer Logs) Sold: $20



Additional examples of risks:

— Targeting the organization
— Targeting the customer

Al-generated Cyber Attacks

— Can be created in less than 24 hours and

scaled rapidly

— Spread false information
Generated Images

— Accelerate the creation of fake ID
documents

Source: LexisNexis Risk Solutions

Al-generated Spear-Phishing Emails

Generated Deepfake Video and Audio Files °

» Generated Text
— Phishing and SMiShing content
— Sophisticated chatbots on social networks

* Generated Audio
— Voice cloning as-a-service
— Business fraud through wire transfer calls

Synthesized ldentity Data

— Generate fictitious identities

e Al-Automated Fraud

— Vulnerability scanning

— Intelligent detection and exploitation of system
weakness

— Development of adaptive malware

— Identity and credential theft, or account
takeover



Web application firewalls are not enough

» Web application firewalls and bot detection at the network layer does not work completely
* Only targets high frequency IP’s and obvious fraud
+ Easily beat by masking user-agent, rotating IP, using cell phone networks

reCAPTCHA

» High false-positives when coming from a corporate/VPN network
* Google v3 and v2 reCAPTCHA is easily beatable by GenAl and emulation
* Google v2 has accessibility issues

Block Email Domains

» Blocking temporary email domains and specific domains will work at first but can lead to high false positives
* Fraud will eventually migrate to domains that can’t be blocked (Gmail, Hotmail, Yahoo, AOL, Outlook)

Identity Providers (IDP) can’t help

» Identity Provider’'s focus on authentication and risk after an account has been created
* Open citizen account creation normally goes unprotected

The old way of thinking does not work.



|dentity Assurance Levels

* lAL1: Identity claims are self-asserted
and not linked to a specific real-life
individual.

* |AL2: Evidence supports the real-world
existence of the claimed identity and
establishes the applicant as the true
owner of this identity.

» 1AL3: Identity proofing is supervised by
an authorized representative with
specialized hardware if appearing
remotely.

SP 800-63 Digital Identity Guidelines

Financial Services: Banks, investment firms, and fintech companies
implement NIST IAL2 to secure online banking, investment accounts,
and financial transactions.

Healthcare: healthcare providers secure patient information with
NIST IAL2 for accessing electronic health records (EHRs) and other
confidential data.

Government Services: Government agencies employ NIST IAL2 to
safeguard citizens' personal information and ensure secure access to
services like tax filing, social security, and immigration services.
E-commerce and Retail: Online retailers use NIST |AL2 to enhance
security during payment processing and protect user accounts from
unauthorized access.

Telecommunications: Telecom companies employ NIST IAL2 to
secure customer information, especially for services that involve
sensitive data like call records and billing information.

Education: Educational institutions implement NIST IAL2 to secure
access to student records, online learning platforms, and other
sensitive academic data.

Knowledge-Based Authentication, referred to as “security questions”, is no longer recognized as an acceptable authenticator by SP 800-63-3
(June 2017).



Summarized as having three main components:

@

Account Creation

Is the person who is
creating the account who
they say they are?

(Copy/Paste behavior,
cognitive timing,
swiping/typing patterns,
network, geolocation, device
attributes)

—

\

Access and
Authentication

Is the person trying to
login to the account, the
same person that created
the account?

(Device attributes, jailbroken,
geolocation, IP address, MFA
mobile application)

—
<=

\

Ongoing Account
Activity

Is the person who logged
into the account acting
maliciously?

(Step-up for risky
transactions, periodic
“‘wellness” checks)



2,200+

Customers across financial
services, telecom, gaming,
ecommerce, public sector:

- 14 of 15 Top Banks

- 13 of 15 Top Credit Card Issuers
- 4 of 5 Top MSBs

- 400+ Largest Fintechs

- Largest Payroll Service

- Largest Prepaid Issuer

- 3 of Top 4 Gaming Operators

- 4 of 4 Largest States

State of
Wisconsin




INSTANT
DOCUMENT VERIFICATION

Socure Verify T
Verifies first name, last name, address,  *|PASS
phone, DOB, SSN correlation for precise

identity resolution of nearly any
consumer

DATA-DRIVEN REGULATORY
COMPLIANCE

POWERFUL GRAPH-DEFINED FRAUD PREVENTION

Digital Intelligence
Combined device intelligence, behavioral analytics, and

entity profiling associate device, behavioral, network,
and location patterns at scale

Sigma Identity Fraud
Every dimension of consumer identity is analyzed
to detect third-party fraud across the digital
lifecycle

Predictive
Document Verification
Instant ID document with
z A ML models and biometric

[:] verification with NIST PAD
Level 2 liveness detection

i Global Watchlist Screening with
Alert List

Sigma Synthetic Fraud
Purpose-built module combines
proof-of-life data sources and advanced
ML trained on synthetic- specific

features

@ .
)

Email RiskScore
ML model trained on hundreds
of email-specific variables and
data sources, correlated to an
identity

First-Party Fraud
Consortium ML model detects
fraud where true identity is
asserted, for abuse, bust out,
friendly fraud, and

no intent to pay
N

Phone RiskScore
ML model trained on hundreds of
phone-specific  variables and
data sources, correlated to an
identity

Socure’s consortium database
of known harmful identities
weeds

out bad actors

s

Address RiskScore

ML model trained on hundreds of

address-specific variables and
data sources, correlated to an
identity

Monitoring
Hyper-accurate sanctions and risk
screening with continuous customer
status monitoring ensures
uninterrupted compliance

o

eCBSV
Instantly verify a consumer provided
name, SSN and DOB match with
the issuing authority

ACCOUNT INTELLIGENCE

o
Account Intelligence

Instant, inclusive bank account
status and ownership verification

DECISION MODULE
Hosted controls interface that orchestrates customer decision logic




Workflow features
* No programming required
— Configuration, not customization
» Drag-and-Drop
* Boolean Logic and Organizing
» Multiple Workflows and Versioning
« Simulate Workflow
* Visualize Workflow

KYC EE%RE ADDRESS RISK SCORE
ADDRESS RISK 8CORE KYC ACCEPT
ALERTLIST
SCORE GROUP 1 PASS PASS
Fraud
GROUP 2
Lens DEVICE RISK

IF ANY FAIL

REJECT

IF ANY FAIL IF ANY FAIL

RESUBMIT



Decision and Module data examples (not SERS data)



R "~
=) =) ) m
_______________ - 4

Take Selfie — Compares selfie to ID photo

Step-up Verification with DocV (Takes Seconds, Not Minutes)



Examples of Fraud Analytics (not SERS data)

Age Demographic Error Codes

Email Domain Usage Country Telemetry




Combating Email Threats



ey desape et Sender Policy Framework (SPF)

# host e eondor o SPF allows organizations to declare (in DNS)
mail.sender.com has address what |IP addresses can send on their behalf.

U- 173.160.94.162

D v D °Fr Shericomings
AR AR

MAIL FROM:
<employee@sender.com>

« Difficult to keep updated
* Messages are not always blocked
» Breaks when a message is forwarded




Domain-based Message

Authentication, Reporting &

Header From: <employee@sender.com> C o nfo rm a n ce ( D MARC)
SPF: Pass and alignment check pass
Retum-Path; <employes@sandsr.com> DMARC ensures the ‘From’ address that
DKIM: Pass and alignment check pass users see in their email client is
trustworthy.
OM:
<emp|oMyAeLléZan’\2r.oom> = Pass, or poligy applied.: .
DKIM: U None, Quarantine, or Reject DMARC Beneflts
d=sender.com U

* Allows for collection of DMARC
reports to understand brand’s email
« authentication ecosystem
AN y == N\

* Instructs email providers on how to
handle unauthenticated mail, removing
any guesswork on how they should
handle messages that fail DMARC
authentication




Message sent with
private key

=

Retrieve
public key

O (((

Verify public/private
key match

=

DomainKeys Identified Mail (DKIM)

DKIM ensures that messages aren’t tampered
with in transit, utilizing cryptography.

DKIM Shortcomings

» Requires coordination between parties
involved

* More complex

« DKIM not visible to non-technical end
user




Gold Standard

v=spfl include:%{ir}.%{v}.%{d}.spf.has.pphosted.com ~all

v=DMARC1; p=reject; fo=1; rua=mailto:dmarc_rua@emaildefense.proofpoint.com; ruf=mailto:dmarc_ruf@emaildefense.proofpoint.com

Example (SELS.US) - Needs Improvement

v=spfl include:_spf.google.com include:mveca.org ~all

Emails Received by SERS

sels.us lorainschools.org paintvalleylocalschools.org americantelemed.org moe.gov.sa cmich.edu
hyland.com ct-e.ru signupgenius.com mskcc.org secureserver.net moe.edu.eg
wsj.com crainalerts.com sscinc.com tosoh.com arizent.com ubs.com
govdelivery.com osu.edu global-infra.com govex.com issmediasolutions.com dowjones.com
ntrs.com ihg.com westernasset.com nccourts.org on24event.com statnews.com

montgomerycountymd.gov

hondros.edu

mrisoftware.com

oaktreecapital.com

vrmailer3.com

issgovernance.com




4 Email Fraud Detection

\ Began Proofpoint implementation

+ Closed loopholes that allowed direct emailing

* Modified policies to prevent “spoofing” to employers and members
» Identified “shadow” functions sending emails on behalf of SERS

» Closed loopholes that allowed relaying of email

DOMAIN WATCHLIST
‘oshers.org’

First Observed 8/14/2023

Zero Offenses

3.3K

messages from senders
impersonating ‘SERS’
that have not been
approved/permitted that
may put brand at risk.

90-day period

1

registered domains that

look like ‘'SERS’ and may

be used to impersonate
our brand.

75

messages from ‘SERS’
approved/permitted
senders that fail DMARC
and may not get
delivered.




Protecting SERS’ Brand and Detecting Spoofed Emails

Any Email Sent Through Proofpoint with Our Logo Will Be “Flagged/Alerted” If the Origin Isn’t On Our Approved List



Fraud continues to be real concern now and in the future.

Awareness of fraud and prevention tools are important to SERS and
our members.

Artificial Intelligence will expand, presenting opportunities and challenges.

Monitoring the dark web is an important part of our Fraud Risk and Cyber
program.

As SERS' electronic services expand, additional identity proofing
measures are required.

Email remains a valuable tool and improved monitoring capabilities continue
to be upgraded.



INFORMATION TECHNOLOGY
UPDATE

Technology Roadmap



Q1 FY2024 Q2 FY2024 Q3 FY2024 Q4 FY2024 | H1 FY2025

— =  Project deployed in production on 3/27/2024
REF Scored = Users are adjusting to new cloud-based phone
system with no service interruption

Planning, Design, Proof-Of-Concept (PoC), Deployment * Teamis working on the next set of features

= Palo Alto is an enterprise grade firewall

Palo . = After receiving several quotes, a vendor was
Firewalls selected to replace firewall resulting in the saving
of $125,000
=  Plans are being formed to replace in Q4

‘ . Azure foundation configuration for future cloud
computing in motion and plan to wrap up by the

[ end of FY2024

' 3 Cloud-based VPN increasing resiliency is
expected to be deployed on 4/15/2024

= |T and IS evaluated and retained CrowdStrike for

Crowdstrike end-point protection
= Tenable replacement products InsightVM was

Ivs WAF implemented in production

=  Qualys WAF replacement is complete

. \I!$2r512F5{eplication Evaluation ($40,000) pushed to
D . .

Prot:f:?tli _—- =  Expand Backup storage capacity ($52,500) pushed

. to FY2025 to align with the future state
= DRaaS Storage ($25,000) pushed to FY2025

Security
Stack

32



Q1 FY2024 Q2 FY2024 Q3 FY2024 Q4 FY2024

Refund
Reimagination

eDelivery

ePayments-
Other System

Transfer
(OST)

Reimagine
MSS
Portal

Registration

Project Initiation
Requirements and Design

Project Initiation Requirements and Design
Planet-Press SW Upgrade

Requirements and
Development

Deployment

Project Initiation
Req and Development

Phased Deployment

Phased Conversion

Change Mgmt and
Deployment

Analysis, design and development iteration in
progress

Several features have been implanted in
production

PP Connect software installation complete
SERS IT team has been trained in the PP
connect product

PP forms (~26) conversion has started

Project team formed and requirements analysis
and design underway

Project deployed in production ahead of schedule
and on budget ($20,312)

Project team formed and requirement analysis
and design underway

Project deployed in production ahead of schedule
and on budget ($28,295)

Project was deployed in production on 5/24/2024

MST and ES team are monitoring re-registration
and assisting members and employers

This is a BIG win for customers
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Strengthen security while improving user experience

» Approximately 11,000 calls per year for portal registration assistance (expecting ~60% call reduction in
assistance with new enhancements)

» OKTA security software integrated

» Multi-factor authentication (MFA) - verification code for ongoing portal access

+ Existing member and employer portal accounts deactivated

+ Extensive change management and communication to onboard members and employers

Preliminary Metrics (5/24/24 - 6/07/24)

MST has successfully answered 340 MSS help calls. Theme of these calls:
users trying to use old login information.

User Registration
MSS
Active -5,843
Registered —175
eSERS:
Active — 2,505
Registered — 1,459
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« Current online capabilities
» User can complete refund application and mail to SERS

* Near-term improvement (Q1 FY2025)
» Refund application status on member portal (anticipate reduction in MST calls)

» End-to-end online refund processing with Socure (Target — H2 FY2025)
= Refunds less than $5,000 processed online by member
= |dentity verification and fraud prevention through Socure
= Seamless user experience
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Five Year Technology Roadmap Budget

Telecommunications $ 250,000 $ 175,848 $ 206,491 $ 128,508 $ 304,356 $ (132,339)
Security Stack $ 899,600 $ - $ 432,200 $ 70,977 $ 70,977 §$ 467,400
Network Infrastructure Refresh  $ 886,000 $ 638,914 $ 120,000 $ 14,384  $ 653,297 $ 127,086
Hybrid Technology

Replacement $ 419,000 $ 121,297 $ 10,000 $ 2,203 $ 123499 $ 287,703
Server Infrastructure $ 1,216,700 $ - 8 288,100 $ - $ - $ 928,600
Backup and Recovery $ 532,754 $ 140,455 % 117,500 $ - $ 140,455 $ 274,799
SMART Portals $ 196,000 $ - $ 196,000 $ 26,250 $ 26,250 $ -
SMART Framework $ 760,000 $ 175,000 $ 510,000 $ 175,000 $ 350,000 $ 75,000
SMART Enhancements $ 2,623,000 $ 73836 $ 855,000 $ 156,306 $ 230,141 $ 1,694,165
SMART Business Tools $ 500,000 $ 96,400 $ 250,000 $ 215,682 $ 312,082 $ 153,600
SMART total $ 4,079,000 $ 345,236 $ 1,811,000 $ 573,238 $ 918,474 $ 1,922,765
Infrastructure Total $ 4,204,054 $ 1,076,514  $ 1,174,291 $ 216,071 $ 1,292,584  $ 3,987,983
Total Budget $ 8,283,054 $ 1,421,749 $ 2,985,291 $ 789,309 $ 2,211,058 $ 3,876,014

* Two infrastructure projects have been realigned with category descriptions to better reflect their underlying expense.
The total FY2024 Plan did not change.

** Remaining Roadmap is equal the Total 5-Year Plan less FY2023 Actuals and less FY2024 Plan
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RISK MANAGEMENT
UPDATE



« School Cyber Incident Notification to SERS

» Joint Committee On Agency Rule (JCARR) hearing is scheduled for June 24
= Anticipate the final presentation to SERS Board at July 2024 meeting

« Dark Web Monitoring
 Information Security Metrics and Monitoring — April to June 2024

39



EXECUTIVE SESSION

moved and seconded the motion that the Technology Committee
convene in Executive Session pursuant to R.C. 121.22(G)(6) to discuss a security matter.

Upon roll call, the vote was as follows:

ROLL CALL: YEA NAY ABSTAIN
James Rossler
Frank Weglarz
Daniel Wilson
Matthew King

IN EXECUTIVE SESSION AT A.M./P.M.

RETURN TO OPEN SESSION AT AM./P.M.




QUESTIONS/
FUTURE TOPICS




ADJOURNMENT(R)

moved that the Technology Committee adjourn to meet on
for the next scheduled meeting.

The meeting adjourned at p.m.

Matthew King, Chair



Reported Potential Threat Trend

.
II-. II

10

0

Aug 23 Sep 23 Oct 23 Nov 23 Dec23 Jan 24 Feb 24 Mar 24 Apr 24 May 24 Jun 24

Phish Reporting & Response < 7-day goal — MET

ity A Training > 909 1-MET
Security Awareness Training > 90% Goa (NOTE: Process Change/lmprove Response to Hours - November)

Three Lines of Defense:
1. Proofpoint

2. Microsoft

3. Staff



Reporting Period — 3/31/2024 - 6/11/2024
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